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Graham Bar
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What isadirectory ?

» Spedidized databese

- Structured

- Didributed

- Typed information
- Text grings
- JPEG pictures
- X.509 cartificates
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X.500

X500 wasthefirst dandard directory
Devedoped by the ITU/ISO groups
- work begen asearly as 1979
Wil thought out design containing many good idess
Very complex
Required powerful computersfor itstime
Definesthings like inter-sarver communications, access controls
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LDAP

Deve opead to overcome the complexities and heavyweightness
of X.500 DAP

LDAPisapratocal, many ealy implementationswere just
gatewaysto X.500 directories

Desgned to provide 90% of the X.500 functiondity
Mot X.500 products now comewith an LDAP gateway

L DAP working groups are working to reproduce dl other X.500
functiondlity viaextendons
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Structure

» TheDirectory Information Tree (DIT) ismade up of objects
cdled entries

» Eachentry iscomposad of attributes which contain the
informetion recorded abbout each object

 Entriesare organized into atree dructure
« Eachentry isuniqudy identified by aDiginguished Name (DN)

« TheDN of an entry isdefined by the entry's position within the
tree Sructure

Side5

Digtinguished Names

« A DN ismade up of one or more Rdative Didinguished Names
(RDN)
» Each RDN issgparated by acomma
- LDAPverson 2 dlowed asemi-colon
e Example
ON=Road Runner, QJ=bird, DC=cartoon, DC=com

- TheRDN'sae

CN\N=Road Runner
Qkbird
DC=cart oon
DC=com
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Structure Example
DC=com
/I DC=cartoon
OU=hird \. OU=coyote
CN=Roed Rumner ON=Twesty N

CN=Road Runner, OU=hird, DC=cartoon, DC=com
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Entry Attributes

» Theaitributes an entry mugt or may haveis defined by ether
- Content ruleson aper-sarver basis
- objectClass attribute and a schema on the server

» TheobjectClassatribute isamulti-vaued atribute

» EachobjetClassddfinesalig of atributes thet the entry mugt or

may have
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Attributes

« Attributes are defined in the sarver schema
* Propatiestha can be defined are
- Singleor Multi-vaued
Types of searchesthat can be performed onthem
Typeof daagored inthem
Minimum length of avdiable Sorage
Aliasnames
Destription
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Attribute schemaexample

( 2.5.4.41
NAME ' nane’
EQUALI TY casel gnor eMat ch
SUBSTR casel gnor eSubst ri ngsMat ch
SYNTAX 1.3.6.1.4.1.1466. 115. 121. 1. 15{ 32768} )

( 2.5.4.4
NAME ( 'sn' $ 'surname' )
SUP nane )
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objectClass schemaexample

( 2.5.6.6 NAME 'person’ SUP top STRUCTURAL

MJST ( sn $ cn )
MAY ( user Password $ tel ephoneNunber $ seeAlso $
description ) )

2.16.840. 1. 113730.3.2. 2

NAVMVE ' i net O gPer son'

DESC ' RFQ2798: Internet O ganizational Person'

SUP or gani zat i onal Per son

STRUCTURAL

MAY ( audio $ businessCategory $ carlicense $
depart ment Nunber $ di spl ayNane $
enpl oyeeNunber $ enpl oyeeType $ gi venNane $
honePhone $ honePost al Address $ initials $
jpegPhoto $ label edUR $ mail $ nanager $
mobile $ o $ pager $ photo $ room\unber $
secretary $ uid $ userCertificate $
x500uni quel dentifier $ preferredLanguage $
user SM MECertificate $ user PKCS12 ) )
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Access Control

There are various levds of acocess control

- Thedirectory manager has accessto everything
- Usersmay be adleto modify their own entry
- Attributes may have permissons on them
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Directory Uses

A directory can be usedin may ways
- Employee database
- Equipment inventory
Ligt or groups
- Email ligt
- Organizationd groups
NIS replacement
Software digribution
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Connecting

+ Connectionis performed as part of the oject condructor
$l dap = Net: : LDAP- >new( $host nane) ;
» Options can be pasxd dfter the hogname

$l dap = Net: : LDAP- >new( $host nane,

por t => $port, # default: 389
debug = 3, # default: O
ti meout => 60, # default: 120

version => 3 # default: 2

);
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Authentication

» Rdearedtoabind-ing

» LDAP supportssaverd methods
- Anonymous
- Smple
- AL
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Anonymous Authentication

» Supportedinbothverson2and 3
$r = $l dap- >bi nd;

» Notreguiredinverson 3, but...
$r = $l dap- >bi nd(versi on => 3);
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Smple Authenticetion

» Supportedinbothverson2and 3
$r = $l dap->bi nd($DN, password => $pw) ;

» Thismethod of authentication passes your password in CLEAR
text over the network
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SASL Authentication

« SASL isaframework for providing chalenge-response
authentication
* Requiresverson 3 sver

use Aut hen: : SASL;
$sasl = Aut hen:: SASL->new( ' CRAM MX'
password => $passwor d

);
$r = 3l dap- >bi nd( $DN

sasl => $sasl,
version => 3
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Return Vdues

Mog methodsin Net::L DAP return an object, this object
provides methodsto obtain the results of the operation thet was
performed

A result codeisreturned by the method - >code
« Aneror messsgeisreuned by the method - >er r or

* Inmog cases asuccess gives areult code of zero
warn $r->error if $r->code != LDAP_SUCCESS;

Side1¢

Searching

* To perform asearch there are three basic things you mugt know.

- Searchbase

- Thename of aDN within the directory where the ssarch will begin
- Soope

- How to parform the search
- Filter

- The aiteriaan entry mugt maich to be returned
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Soope

» LDAP servers support three different scopesfor searching

Bese One Subtree
ou=hird ou=hird ou=hird
OU=coyote Ou=coyote Ou=coyote
‘ on=Twedly . 'cnszeety ‘ on=Twedly
cn=Road Runner cn=Road Runner cn=Road Runner
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FHlter

 Afilteristhe criteriathat an entry must match to be returned
 Boolean expresson of assartions on the atributes of the entry
- BExamples
(& ou=bi rd) (cn=*Runner))
(obj ect A ass=Per son)

(& obj ect A ass=i pSer vi ce)
(cn=l dap) (i pServi ceProt ocol =t cp))
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Bagc Hiter Syntax

» LDAPfiltersuseaprefix syntax, described in RFC2254

- Equdlity, exigance and sub-gtring
(cn=Road Runner)
(cn=*)
(cn=Road*)
(cn=*Runner)
(cn=R*R*r)
- Reaiond

(age>=18)
(age<=16)

- Approximae
(wei ght ~=180)
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Complex Filters

* Hltersmay be combined usng smple boolean logic
- And
(& ou=bi rd) (cn=Road Runner))

(& obj ect A ass=i pSer vi ce)
(cn=l dap) (i pServi ceProt ocol =t cp))

- O

(] (cn=Tweet y) (cn=Road Runner))
- Not

(' (cn=Tweety))
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Extengble Hlters

» Extensblefiltersdlow usto changetheway amatchis
performed

 Change how vaue compaisonisdone
(cn: 2.5.13. 5: =Road Runner)
(cn: caseExact Mat ch: =Road Runner)

* Rltersonly match the atributes of an entry, not the DN
components, unless spedified
(ou: dn: =bi rd)

(ou: dn: casel gnor eMat ch: =coyot €)
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Parforming asearch

$r = 3l dap- >sear ch(
base => 'dc=cartoon, dc=com,
scope => 'subtree',
filter = '(cn=Road Runner)'

)
die $r->error if $r->code;

» Thereault object dso contains the matching entries

foreach ny $entry ($r->entries) {
process_entry( $entry );
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The Entry object

 Usedfor both creating new entriesand in retrieve of exising
objects
- dn
- Returnsthe DN for the entry
$DN = $ent ry->dn;
- eigs
- Tedtif an atribute exigs within the entry

do_sonething() if $entry->exists('cn');
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The Entry object - cont.

- get vdue
- Obtainthevaduefor an datributein the entry

$val ue = $entry->get val ue('cn');

- For multi-valued atributes get_vauewill reurnthefirg valueina
scdar context and dl of themin alist context

$first = $entry->get _val ue(' objectd ass');
@al ues = $entry->get _val ue(' obj ectd ass');

$val ues = $entry->get val ue(' obj ectd ass',
asref => 1);
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The Entry object - cont.

- atributes
- Reurnalig of attribute namesthet the entry contains

@ttrs = $entry->attri but es;
- NOTE: Attribute names should be treated as case-insensdtive
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Displaying an entry

« If youknow that dl vduesin your entry are printeble, the
following could be used to display the entry contents

sub display_entry {
ny $entry = shift;

ny @ttrs = $entry->attri butes;

foreach ny $attr (@ttrs) {
ny @al ue = $entry->get _val ue( $attr );

foreach ny $val ue (@al ue) {
print "$Sattr: $val ue\n";
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Controlling what's returned

» Obtaining jus attribute names

- By default an LDAP server will return the atributes and their
vauesfor eech entry

- Asking for only thetypes, the server will return the same entries
as before, but the value for each attribute will be an empty list

$r = 3l dap- >sear ch(
base => ' dc=cart oon, dc=com ,
filter => "' (cn=Road*)"',
typesonly => 1

Side31

Controlling what's returned

» Which atributes are returned depend on your permissons You
can ovaridethisby giving alig of atributes

$r = 3l dap- >sear ch(
base => 'dc=cartoon, dc=com,
filter => ' (cn=Road*)’
attrs => [gw(cn)]

* Thiscan be combined with types only to determineif entries
have certain attributes
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Refards

A referrd isreturned by the server when the whole request
needsto be resent to adifferent sarver

A referrd can be returned in regponse to any operation, except
unbind and abandon

Detected by aresult code of LDAP REFERRAL

$r = $l dap- >search( .
@ef = $r->referrals i f $r >code == LDAP_REFERRAL;

Each refard isan LDAP URL

Net::LDAP does not provide the option to automaticaly follow
referrds
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References

A referenceisreturned by the server when part of the request
must be sent to adifferent server

A reference can only be returned by a search operaion

Thereisno result code to detect these

$r = $l dap->search( ... );
@ef = $r->references;

Each refarenceisan LDAP URL

Net::LDAP does nat provide the option to automaticaly follow
references
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Adding

» Thereaefour different waysthat Net::L DAP supports adding
new entriesinto adirectory

- Theadd method
- TheEntry dass
LDIF

- Sameasadding with the Entry dass, except the Entry isreed from a

fileviathe LDIF module
- DavVIL

- Sameasadding with the Entry dass, except the Entry isreed from a

fileviathe DSML module

Slide3t

Adding —the add method

» Daadructure of entry ispassed directly to the add method

$DN = ' cn=Road Runner, ou=bird, dc=cartoon, dc=com ;

$r = $l dap- >add( $DN
attrs => [

cn => ' Road Runner',
obj ect d ass => 'cartoonCharacter',
f ood = 'Bird Seed
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Adding —the Entry class

» AnEntry isbuilt and passad to the add method
$DN = ' cn=Road Runner, ou=bird, dc=cartoon, dc=com ;
$e = Net::LDAP::Entry->new( $DN );
$e->add( cn => ' Road Runner' );
$e- >add(
obj ect d ass => 'cartoonCharacter',
f ood => "Bird Seed
)
$r = $l dap->add( $e );
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Deeting

» Toddeean Entry you need to know the DN of the entry to be
deleted

$DN = ' cn=Road Runner, ou=bird, dc=cartoon, dc=com ;
$l dap- >del et e( $DN ) ;

 Altemativdy, like many Net::L DAP methods, an Entry can be
pased wherea DN is expected

$entry = find_entry_to_del ete();
$l dap- >del ete( $entry );
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Modifying

» Themodify operation hasthree sub-operations

- Add
- Add new atributes
- Add vauesto exiging multi-vaued atributes

- Ddee

- Ddetewhole atributes
- Deete vduesfrom within existing tributes

- Replace
- Replace exiding attributes, or add if necessary
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Moxiify — add

« Toadd anew dtribute to an entry, or value to an exising
atribute

$r = $l dap->nodi fy( $DN,
add => { nmail => 'rr@artoon.com }
).

* Aneror will beraurned if

- If the attribute exigs and is not multi-vaued

- If theatitribute exigs and ismulti-va ued and the value dreedy
exiss
- Theschemadoes not dlow the attribute to be added
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Modify —ddete

To ddetewhole ettributes
$r = $l dap- >nmodi fy( $DN
delete => [ 'mail' ]

);
Or, spedific vduesfrom an atribute
$r = $l dap->nodi fy( $DN,

delete => { mail =>[ 'tweety@artoon.com ] }
).

If deleting peaific values from an attribute leaves the atribute
with an empty lig, the atribute isddeted

If the given &tribute does not exig, the error code
LDAP NO SUCH ATTRIBUTE isreturned
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Modify —replace

Replace dlows you to replace whole atributes

- Snglevdue

$r = $l dap->nodi fy( $DN
replace => { mail => 'bird@artoon.com }

- Multi-vaued
$r = $l dap->nodi fy( $DN,
repl ace => {
nail => ['bird@artoon.conm, ' bird@cne. conm]
}
)

- Ddete
$r = $l dap->modi fy( $DN, replace => { mail =>[] } );
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Renaming an Entry

» moddn dlowsan entry to be moved within the tree

$DN = ' cn=Road Runner, ou=bird, dc=cartoon, dc=com ;
$r = $l dap- >nmoddn( $DN,
new dn => ' cn=Lunch’

* Anentry can aso be moved to ancther branch of thetree

$DN = 'cn=Wle E (Qoyote, ou=coyote, dc=cartoon, dc=com;
$r = $l dap- >noddn( $DN,

new dn => 'cn=l sac Newton',

newsuperi or => 'ou=geni us, dc=cartoon, dc=con

);
« Anerror will bereturned if the new entry dready exids
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Compaing

» Comparedlowsthe vaue of an atribute to be compared with a
va ue following the comparison rules gpedified in the directory
chema

$DN = ' cn=Thi eves H deout, ou=cave, dc=cartoon, dc=com ;
$r = $l dap- >conpar e( $DN

attr => 'userPassword',

val ue => ' opensesane'

)
e Onsuccess$r - >code will bedther LDAP COMPARE TRUE
or LDAP COMPARE FALSE

»  Some sysemsimpose access rules on some atributes that dlow
them to be compared but nat reed, ey usarPassword
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Groups

 Inadirectory agroup isimplemented as an entry with amulti-
vaued atribute

» Thisatributeis normdly called member
» Thecontents of the atribute are the DNs of the members

$DN = "cn=Ani nani acs, ou=Q oups, dc=cartoon, dc=coni;
$r = $l dap- >nodi fy( $DN,
add => {
nenber => [
"cn=Wakko, ou=character, dc=cartoon, dc=conf,
"cn=Yakko, ou=character, dc=cartoon, dc=conf,
"cn=Dot, ou=character, dc=cartoon, dc=con

Slide4t

LDIF

» LDIFisatext format usad to represent entrieswithin adirectory

dn: cn=Road Runner, ou=bird, dc=cartoon, dc=com
obj ect A ass: cartoonChar act er

cn: Road Runner

food: Bird Seed

* It can s be used as acommand langueage to menipulate
exiging directory entries
dn: cn=Road Runner, ou=bird, dc=cartoon, dc=com
changet ype: nodify

replace: nail
nmai | : road. runner @art oon. com
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Reading LDIF

» LDIFfilescan beread usng the Net::LDAP:.LDIF dass
$ldif = Net::LDAP:: LDl F->new($fil enane, "r");

while ($entry = $ldif->read_entry) {
$r = $l dap->add( $entry );
warn $entry->dn,": ", $r->error if $r->code;

}

warn "Error reading $fil ename" unl ess $l dif->eof;

e The$fil ename pasedto- >newmay dterndivey beafile
hendle

$Idif = Net::LDAP.: LDIF->new( \*STDIN "r");
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Whiting LDIF

» Thesamedasscan beusad to write LDIF

$ldif = Net::LDAP:: LD F->new( $filenane, "w');
$ldif->wite entry( $entry );

» Appending can bedone by passng" a" indead of " w'
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Controls

» Veason 3 madethe protocol extendable by adding controls

» Mog Net::LDAP methods accept alig of contrals Thisis

pased asan aray referenceusng thecont r ol named
parameter

» Net:LDAP currently implements
- Paged Search Reaulits

Sorted Search Results

Virtud Lig View

Proxy Authentication
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Paged Search Reaults

» Allowstheresults of asearch to be returned in blocks ingtead of
dl & once

$page = Net::LDAP:: Control :: Paged->new size =>5);
@rgs = (

base => "DC=cart oon, DC=cont,
scope => "subtree",
filter => "(cn=road*)",
control =>[ $page ]
)
while(1) {

$r = $l dap->search( @rgs );

$r->code and | ast;

$ctrl = $nmesg->control ( LDAP_CONTROL_PAGED )
or last;

$cookie = $ctrl->cookie or |ast;

$page- >cooki e( $cooki e) ;

process_entries( $r ) or last;
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Paged Search Reaults— cornt.

#1f we termnated early tell the server we are finished

if ($cookie) {
$page- >cooki e( $cooki e) ;
$page- >si ze(0) ;
$l dap- >search( @rgs );
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Sorted Search Reaults

Controlsthe order of the entries returned from asearch
$sort = Net::LDAP:.: Control :: Sort->new

order => "cn -phone"
);
$r = $l dap->search( @rgs, control =>[ $sort ]);
($ctrl) = $nesg->control ( LDAP_OONTROL_SCRTRESULT );

print "Results are sorted\n"
if $ctrl and !'$ctrl->result;

@ntries = $r->entries;
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Virtud Lig Views

 Contrdsasesarch to only return asubst of the matching entries
usng amoving window
A ot control must be passed with the VLV control

$vlv = Net::LDAP:.: Control :: VLV->new

offset => 1, # Target entry is the first

before =>0, # No entries frombefore target entry
after => 19, # 19 entries after target entry

)
$sort = Net::LDAP:: Control::Sort->new sort =>'cn' );
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Virtud Lig View —cont

@rgs = (
base => "dc=cartoon, dc=cont,
scope => "subtree",
filter => "(objectdass=*)",
control =>[ $vlv, $sort ]

)

$r = $l dap->search( @rgs );

($ctrl) = $mesg->control ( LDAP_OONTROL VLVRESPONSE )
or die;

$vl v->response( $ctrl );

$vl v->end;

$r = $l dap->search( @rgs );

($ctrl) = $mesg->control ( LDAP_OONTROL VLVRESPONSE )
or die;

$vl v->response( $ctrl );
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Virtud Lig View —cont

Other VLV mahodsindude
- Movetothegart of thelig

$vlv->start;
- Scrdll throughthelist

$vl v->scrol | _page(1);
$vl v->scrol | _page(-1);

- Movetoapaticular entry
$vl v->assert ("B");

- Quary
$of fset = $vl v->of f set ;
$content = $vl v->content;
$before = $vl v->bef ore;
$af t er = $vlv->after;
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Proxy Authentication

Allows abound dient to assume theidentity of another entity

Requires access contral permisson from the assumed identity

$pr oxyDN =
"cn=Friz Frel eng, ou=ani nator, dc=cartoon, dc=coni;

$ctrl = Net::LDAP:: Control :: ProxyAut h- >new(
pr oxyDN => $pr oxyDN
);

$DN = "cn=Syl vester, ou=cat, dc=cartoon, dc=conf;

$r = $l dap- >nodi f y($DN,
delete => { food => 'birds' }
);
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Schema

The schemafor adirectory isgored in an entry within the
directory

Net::L DAP provides asngle method for obtaining the directory
chema

$schema = $I dap- >scheng;

Theresult isaNet::LDAP.:Schemaobject

Net::L DAP.:Schema providesan AP for querying the content
of the schema

Net::LL DAP does not provide amethod to modify schema
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Handling Errors

The Message object returned by mogt methods containsthe
daus of the operation performed

The code method will return a gatus code. For most operations a
successwill be represanted asazero inthisfidd

- Net:LDAP:Congant exports LDAP_SUCCESS aszero

Theeror method will return ashort error message. Thismay be
dther amessage actudly returned by the sarver, or adefault
message thet corresponds to the code returned by the server
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Handling Errors— cont

* Inmogt Imple casesthe result code should be
LDAP_SUCCESS or in the case of compare
LDAP COMPARE FALSE or LDAP_ COMPARE TRUE

* Ne:LDAP can betold to cdl asubroutine whenever an
unexpected result isreturned

 Thefdlowingwill cause Net::L DAPto die when an unexpected
result isreturned

$l dap = Net::LDAP->new( $server, onerror => 'die');
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Handling Errors— cont

o Othe handesae

- "warn' —Net:LDAPwill cdl warn with an error messages, but
will continue as normd

- "undef' —Net:LDAPwill cdl warn with an eror if - wisin
effect. The method called will then return undef insteed of the
usud message object

 onerror may aso be passad asub reference. Thissub will be
caled with the message object. Thereturn valuefromthissubis
what will be returned by the method that was cdled
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Net::LDAP::Utll

» TheNet:LDAP::Util module contains many utility functions

- |dgp_eror_name- Given an eror codeit will return the name
associated with that code
warn | dap_error_nane(0); # "LDAP_SUCCESS"
- |dgp_eror_message - Given an error codeit will return ashort
error message

warn | dap_error_message(0); # "Success”

- |dgp_earor_text - Given an error code it will return thetext from
the Net::L DAP::Congant POD for the given error
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Net::LDAP::Utll

« Diginguished Names can be represented in many forms, so
comparing two DNsis not as Smple as usng eg. For thisresson
Net::L DAP::Util provides canonica_dn

« canonicd_dn paformsthefollowing actionsonaDN
- Downcase any hexadecimd codes

Upcasedl type names

Removetheleters OID fromany OID

Escapedl specid characters

Escapesdl leading and trailing spaces
Ordersthe partswithin any multi-part RDN
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Usang cdlbacks

LDAP returns resullts to the dient in multiple packets Each
packet will contain asngle entry, areference or aresult code

Net::LDAP accumulaes al packetsfor atransaction beforea
methods returns

Cdlbacks dlow the entries to be processad asthey arive,
ingteed of waiting for the completion

Thiscan result in less memory consumption and aso faster
processing
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Usng calbacks— cont

$r = $l dap- >search( $DN

filter => ' (objectdass=*)",
): cal | back => \ &rocess
pr ocess will be cdled for each packet recaved
Thefirg argument passad will be the message dject

If the packet was an entry, then therewill be a second argument,
which will beaNet::LDAP::Entry object

If the packet was areference, there will be a second argument,
which will beaNet::L DAP.:Reference object
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Usng calbacks— cont

sub process {
ny ($r, $obj) = @;

if ('$obj) {
print $r->error,"\n";

}

el sif ($obj->isa(' Net::LDAP.:Entry')) {
print $obj->dn, "\n";
$r->pop_entry;

el se {

foreach ny $ref ($obj->references) {
print $ref,"\n";
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LDAPand XML

* Directory Savice Makup Languege (DSML) isthe XML
dandard for representing directory serviceinformationin XML

o DSML isdill very new
» DSML cannat be usad as acommeand language like LDIF
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Client Software

perl-Idep

- http://perl-ldap.sourceforge.net/

PaLDAP

- http:/AMwww.mozilla.org/directory/perldap.html
Netscepe

- http:/Awww.iplanet.com/

SUnJINDI

- http:/AMww.java.sun.convjndi/
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Open Source Savers

* OpenLDAP
- http:/AMmwww.openldap.org/
» Jwva DAP

— http://javd dap.sourceforge.net/
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Commead Savas

[planet

- http:/Awww.iplanet.com/
Messaging Direct

- http:/Amnww.messagingdirect.conv
Nexor

- http:/Amamwwv.nexor.comy

Critica Path

- http:/Aww.cp.net/
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perl-ldap resources

Homepage

- http://perl-ldap.sourceforge.net/

Online documentation

- http://perl-Idap.sourceforge.net/doc/
FAQ

- http://perl-|dap.sourceforge.net/FAQ.html
Mailing ligt

- perl-ldap-dev@ligts.sourceforge.net
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